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Session outline

Introduction: brief presentation of session aims and EUA's work on knowledge security
2. Practice presentations

O Practice presentation from VLIR: A multi-stakeholder approach to research security in
Flanders, Belgium

A Clarification questions from the audience

o Practice presentation from Mariupol State University and Transform4Europe Alliance:
From crisis to competence: lessons from Mariupol and Transform4Europe for future-proof
universities

o Clarification questions from the audience

3. Moderated discussion with the presenters
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Introduction

Aims of the session:

« Showcase risk management tools and practices tailored to existing and potential security breaches
in research and innovation.

« [lllustrate university responses to foreign interference threats, the steps taken to restore regular
functioning and operations in the aftermath of disruptions, as well as lessons learnt to ensure future
resilience.

« Touch upon the allocation of roles and responsibilities for risk appraisal, and the coordination of
effective measures with relevant public authorities.
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Introduction EUA R&I Agenda
2027

Seizing the moment, driving

the change

Background on EUA’s work on knowledge security

-
The EUA R&I Agenda 2027 calls for a balanced and risk-appropriate approach to international cooperation in
research and innovation that recognises the need for university autonomy. EUA has committed to:

O monitor the impacts on its membership caused by the increased emphasis by governments on security;
Q identify good practice examples that can be considered by universities; and
0 advocate against possible threats to university R&l.

« EUA input to the European Commission on the proposal for a Council Recommendation on enhancing
research security (adopted by the Belgian Council Presidency in May 2024).

«  EUA members-only webinar on managing risks in research and innovation in October 2024.

EUA involvement in European Commission-led initiatives, e.g. a possible future European Centre of Expertise
and a Flagship Conference on Research Security.
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Presentations and discussion

Speakers:

« Koen Verlaeckt, Secretary General, Flemish Interuniversity Council (VLIR), Belgium

* Ineta Dabasinskiené, Institutional Coordinator, Transform4Europe Alliance, and Rector-Elect,
Vytautas Magnus University, Lithuania

 Mykola Trofymenko, Rector, Mariupol State University, Ukraine
 Moderated by Anne Lequy, EUA Board member
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First mover

» Define key principles for universities in developing a knowledge security
policy and speak out about them

» Advocate the power of co-creation by academia and government as equal
partners

* Outline both what you expect from government and what you commit
yourself to

» Make sure the voice of universities is heard while policy is under
development
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Visie van de Vlaamse universiteiten op een efficiénte aanpak wvan
kennisveiligheid en ongewenste buitenlandse inmenging

* Asopen as possible, as closed as
- necessary

Droor hun rol als motoren van maatschappelijke, techmologische en economische vooruitgang

behoren universiteiten en andere kennisinstellingen tot de gekende doslwitten wvan . .

ongewenste inmenging door buitenlandse statelijke actoren. Hun sterke internationale . P ro p O rt I O n a I Ity

inbedding en verwevenheid vergemakkelijkt die inmenging. Deze ondermijning van de

kennisveiligheid kan verschillende vormen aannemen: van pogingen tot het onrechtmatig - - -
werwerven van kennis en technologie, over heimelijke beinviceding van onderwijs en [ ] | n St It Ut I O n a | a Uto n O m a n d a C a d e m I C
onderzoek, grootschalige cyberaanvallen op academische IT-infrastructuur, tot flagrante y

schendingen van de mensenrechten.

De Vlaamse wniversiteiten zijn zich al lang bewust van de risico’s die gepaard gaan met fre e d O I I I

internaticnale samenwerking. Ze zetten bij voorkeur wia zelfregulering in op het zo goed
muogelijk sensibiliseren van de eigen onderzoekers en docenten, en daardoor op het effectief - . . -
beperken van de risico’s. Binnen de Wlaamse Interuniversitaire Raad (VLIR) zijn al heel wat [ ] CO_CreatIOn betWeen U n Ive rsltles a nd
initiatiewven genomen, die door de universiteiten verder worden vitgercld. We verwijzen
ij Id naar de h . de richtlijnen voor onderzoekers over dual vse en
mizuse van onderzoek®, de opleidingstool over wetenschappelijke integriteit Mind the GAF,

en de interuniversitaire afspraken die worden gemaakt in de werkgroep Cybersecurity. g O V e r n I I l e n t

Die afgelopen jaren staat kennisveiligheid ook veel hoger op de politieke agenda, mede door . . .

de verslechterende politicke relaties tussen Europa en China, die nopen tot een herijking. [ ) AS S e S S m e n t at t h e | eve I Of I n d IVI d U a |
Ook de recente invasie van Rusland in Oekraine stelt de pr atiek scherp. China en

* De richtlijnen worden momentesl binnen VLIR geactualiseerd in het licht van de gewijzigde Europess

e partnerships, not countries (case by case)

woor het conpakken van mondigle vraagstukken. Tegeljkertid noopt de positie van Ching als economische
concurrent en systeemnivaal van de EU tot herijking van de samenwerking op het gebied van onderzoek en
innavatie. Om tot een gelijk speelveld en wederkerigheid te komen, hesft de EU besprekingen met China in gang

Gezet over een g i woor het over en van randvoorwaarden en
witgangspunten voor samenwerking, onder eerbiediging van fisndamentele waarden en strenge normen qua ethisk
en wetenschappefiks integriteit.
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Whole-of-government

» Advocate consistency between official actors at the same government level

» Stress the importance of an integrated approach between different levels
of government

* Don't forget about the security threats in higher education
* Make sure to be able to tap into validated information: one-stop-shop ?

» Stress the non-binding nature of official advice (except in the case of
international sanctions)
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Level-playing field

* Ensure consistent knowledge security
standards, while respecting institutional
differences and autonomy

VLIR human .
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* Avoid knowledge security to become an
element of competition between
knowledge actors




Raising awareness

* Make sure that risk awareness reaches the level
of individual staff

* Invest in online training tools for staff and make
sure these are reqularly updated

» Communicate regularly with policy-makers to -

keep them posted, to get information and to MIND THE GAP
avoid blowtorch policies Online rining on research inegrity

vir

v
https://mindthegap.vlir.be
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Peer learning

* Invest in interuniversity consultation
» Create safe spaces to discuss policy

implementation and incident reporting " VLR Stang
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r
Overhead

* Interact with funding bodies to ensure smooth administrative processes

* Consider involving your NRC in taking up a co-ordination role in
information sharing and the development of common standards

Research Foundation
Flanders
Opening new horizons
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r
Afterthoughts

* Don't lose time in semantic discussions (dual use, knowledge security,
research security, ...)

* Lots of challenges to come, as generated by an increased focus on defense
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From Crisis to Competence:
Lessons from Mariupol & Transform4Europe
for Future-Proof Universities

Risk and Resilience in Knowledge Security — EUA Annual Conference 2025

Prof. Mykola Trofymenko (Mariupol State University / Transform4Europe),
Prof. Ineta Dabasinskiené (Vytautas Magnus University / Transform4Europe)

Co-funded by the
Erasmus+ Programme
of the European Union
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MSU staff&students
were killed

252 fates are unknown
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Having lost everything

to a full-scale invasion,
Mariupol University

was forced to relocate to Kyiy,
where it became known as:

Ambassador of Mariupol in
Ukraine and the World
a C Civic University )
Place of resilience for the
Donetsk regional
community
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THE TRANSFORMA4EUROPE RESPONSE
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University of Silesia Vytautas Magnus University
in Katowice Lithuania
Poland

Saarland University
Germany

Mariupol State Univer
Ukraine (associated par

&

Jean Monnet University
France

University of Primorska

Slovenia

niversidade Catélica Portuguesa
tugal

Sofia University "St. Kliment Ohridski
Bulgaria

University of Trieste
Italy
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RESILIENCE IS NOT A REACTION — IT’S A REQUIREMENT

Policy Paper: Resilience as a Core Competency in Higher Education

\

Explore
resilience as
a key
institutional
competence

/
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Address the
evolving
demands on
HEls:
challenges,

digitalization,

societal
change

\

Equip students,

educators, and
policymakers
with the tools
and knowledge
to build
resilient
academic
communities

v




MULTI-LEVEL RESILIENCE IN HIGHER EDUCATION

emotional

intelligence RIS
digital flexible
infrastructure governance
inter-
: : cross-border
university

) rtnershi
cooperation parthersnips
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stress
management

access to shared
resources

aligned
policies



POLICY RECOMMENDATIONS

Curriculum:

Uintegrate adaptive thinking into course design

U Promote micro-credentials on crisis leadership & systems thinking
L Use experiential and scenario-based learning

U Faculty development:
U Provide training in mentorship and adaptive pedagogy
U Build emotional intelligence and resilience facilitation skills

Support systems:

U Expand access to mental health and wellbeing services
U Cultivate peer-to-peer support ecosystems

U Ensure inclusive digital learning environments

Collaboration:
U Establish cross-border knowledge security protocols
U Share platforms, resources, and joint response capacities

Leadership and governance:

U Embed a culture of risk awareness across all levels of leadership
UIntegrate resilience into strategic vision and institutional planning
UEmpower agile, inclusive, and flexible decision-making under uncertainty
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T4EU is not only about mobility or collaboration —it’s
about co-survival and co-evolution. Together, we grow
stronger, wiser, and more connected.
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